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‘Bate #: SWL122 001587

The Foundation’s Policiesg & Guidelines

#2
1) In meetings

a. Periodical meetings:

1. Determining the type of relationship between those in the
meeting (commercial, social,...)

2. Agreeing on a cover for the reason of the meeting which ig in
harmony with the type of the relationship.

3. Avoiding abnormal or fixed times (for meetings).

4. Aveiding sensitive locations and not repeating more than two
meetings. at the same location.

5. Avoiding having the meetings at the homes of those who are
under watch.

6. Arranging for arrival to and departure from the location of
the meeting in a steady time intervals for those coming or
leaving to avoid attracting attention.

7. Arranging ‘for a place to hide written material in a hasty
manner at the place of meeting.

8. During the meeting, arrange papers and meeting materials in a
manner which makes them easy to get rid of in an emergency.

9. Providing necessary means of safety when the need calls.

10. Agreeing on an alert signal in times of emergencies between
the members of the council and practicing it.

11. Assigning an element to monitor the meeting place of (L.T.)
to give an alert signal in case the location is monitored or a
member of the committee is followed.

12. Determining a method for emergency alert for the rest of the
committees.

13. Agreeing on an upper ceiling

for what could be said in case of summons.

14. Conducting distortion and detection techniques to reveal any
hidden eguipment in the location before the meeting is underway.
15. Observing exact times, particularly start time, for the
person in charge of the meeting place.

16. Not exceeding 11:30 p.m. for meetings.



17. Keeping quiet and not raising voices, particularly at night.
18. Keenness to reduce the number of vehicles arriving to the
meeting location through car pooling.

19. Not arriving to the meeting place directly from exposed
locations (offices, centers,...etc).

20. Avoiding talking about meetings and their times on the
phone/fax.

21. Disconnecting the phone/fax during the meeting and not using
the phone during meetings.

22. Reducing number of items which mlght indicate the existence
of an official meeting such (papers, briefcases).

23. According to the location of the meeting, attire should
conform to the surrocunding environment.

24 . Handshaking and other forms of greetings are to take place
after the doors are shut and guests have entered and not while
entering and the doors are open.

25. In case of private meetings or extraordinary circumstances,

the Maintenance Committee is to be consulted to provide means of
safety.

1-b. Public Aetivities

1. Determining a suitable banner for them.

2. Providing proper means of safety for the participating symbols
and leaders. :

Bate #: SW122 0001588

3. Providing proper means of safety for the location of the
activity, particularly the stage.

4. Notifying the side in charge of security a week before the
activity to take proper procedures.

l-¢. Courses:

1. Observing items in 1-a

2. Avoiding the overlapping of unexposed elements from different
committees in the same course to avert being exposed.

3. The rule is to avoid gathering individuals who know others by
their real names in the same course if they have no knowledge of
their roles in the apparatus, unless they are in the same
formation or will be latter grouped in the same formation due to
work necessity.

4. Securing the needs of the course beforehand to reduce coming
in and out cf the course while it is underway.

e



5. Gettlng rid of any materlals related to the course after the
meeting.
6. Securing documients during moving and transportation.

2. Documente safety:

1. A monthly inventory for documents at home for every individual
‘and destroying what is not needed.
2. Providing at least one place of storage at home whlch can take
all documents.
3. Clasgifying documents with every committee in four categories:
General, Limited, Private and Very Private (see appendix).
4. An additional (precautionary) copy is to be made for all
Private and Very Private categories and is to be kept in secure
locations, outside the country if need be.
5. Using the computer in saving Private and Very Private
documents. No work draft from these two categories should be kept
unless needed on daily or periodical phases.
6. When saving information in the computer, the followmng must be
observed:
a. Not saving information in the computer s main memory or
hardrive.
b. Making an additional (precautionary) copy of programs and
- files on external disks and safeguarding them in secure
Places.
. Marking work-related storage disks with special markings.
Periodical maintenance of the machine and its attachments
as well as programs and files.
e. Work information encryption file is to be encrypted using
the approved encryption program.
f. Encryption program and information disk are to be kept
separate in the storage location.
6. ] Other decuments (photos, cassette or wvideo
tapes) are to be treated as written or printed documents.
7. Destruction of documents is to be done by burning or shredding
Also, all equipment used in saving documents and which do not
agree with the nature of the location are to be removed.
8. Agreeing on a special system for encryption which is to be
used in written correspondence as much as possible, as well as in
phone numbers. It 1s recommended to use an information saving
machine | : ° | to save the numbers.
9. Using the computer to send faxes between exposed offlces
keeping in mind to encrypt the files before they are sent. This
could be coordinated with the Maintenance Committee.

Q.0



Bate #: SW122 0001589

10. Limiting the use of the computer to certain individuals and
not permitting others to use it.
11. Assuring that new programs are free from viruses.

12. Taking courses in general computer maintenance to reduce the

need. for outside sides.

3. Communication gafety:
* Adminigstrative communications:

Communication via fax is to be endorsed instead of phones,
covering at least 60% of communications across the fields.

1- Communication between 1evels of the apgaratus and its field
committees:

1. The Committee’s Secretary or whomever the Committee nominates
plays the role of the Communication Officer and will undergo a
safety course. :
2. Descending, ascending and horizontal communication are to be
conducted through committees chairmen or communication cfficers.

2- Communication between the General Secretariat and work
Committees in the apparatus:

1. Assigning communication centers with the outside as central
communication points and assigning other alternative points,
keeping in mind that these points are to perform the repeated
copying and information tasks. [LS comment: meaning vague].

2. Instructions and follow-ups are to be sent to the work
committees in the various countries through the central
communication point. Responses are to be received through the
same points.

3. A safe program for communication should be put together
3- Field‘communication between various institutions:
a. Mail correspondence:

1. Safety measures are to be observed regarding correspondence
and media distribution which cannot be centrally distributed
abroad in regards to the nature of the material and method of
correspondence from the post offices.

2. Avoiding mail correspondence unless other means of

L)



communication are not available.

3. Distribution and selection of different (mail) boxes.

4. Camouflaging the contents. '

5. Correspondence should be to the institutions’ post office
boxes and not to individuals.

6. Using human couriers to transport important documents
(traders, drivers,...).

7. Limiting materials to be mailed to the (General and Limited)
categories only and making sure they arrive safely.

8. Practicing utmost caution when receiving mail items and making
sure they have no unusual contents (weight, texture, shape,
origin and how customary to receive correspondence from it).

9. Practicing utmost caution when opening the door to the mail
box and observing any unusual changes.

b. Telephonic communication:

1. Exposed individuals are not to contact unexposed individuals
or vice versa from home phones, but from public phones.

2. Distributing the calls by location and time.

3. Encrypting calls (using a commercial or a social cover, for
instance) . :

4. Limiting calls to agreeing on times of personal meetings,
specialty if the subject needs explanation and illustration.

5. Avoiding calls during unusual times such as at night or at
dawn.
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6. Periodical inspection of equipment used at offices and homes
for communication.

7. Avoiding mentioning real names, aliases and country names and
using other practical cnes instead which are changed every now
and then.

8. Not using homes for communication relating to private work.

9. Using public phones. (Obtaining) mobile phones in mock names
and addresses in the available fields.

. Communication via fax:

1. Documents from the Private and Very Private categories are not
to be faxed. '
2. Documents from the second category are to be faxed through a

number of non-monitored machines, with attempts at encryption and
intermittent faxing.

B



3. Documents from the third category could be faxed through the
fax approved by the Secretariat.

4. Using fax card for encryption and sendlng the encryption
program used.

5. Handwritten or signed letters are not to be faxed.
d. Communication via live (human oints:

1. Assigning a live point of contact through which contact with
unexposed individuals could be established.

2. Specifying a communication code in the first contact.

3. Assigning an additional live point of contact as a precaution.
4. Changing the point of contact every now and then.

5. Coordinating with the Maintenance Committee in putting in
place a covert monitoring system for the live points if possible.

* Basic security measures in communications:

The following security measures are to be observed in all
previous forms of communications:

1. Information (to be exchanged) when needed and not by a measure
of trust.

2. Securing a cover for communlcatlon and recalllng it at every
contact,

3. Not exposing parts of the work’s administrative skeleton.
4. Reviewing, evaluating and monitoring the communication system,
correction of errors and holding viclators accountable.

4. Safety of relationships:

a. Relationship with the Administration:

1. For sorting: contact with the Administration is to take place
through the Sorting Committee.

2. For other matters: Contact is to take place through the
Secretariat-general with the Secretariat.

3. Following safety rules and instructions while establishing
contacts with the Administration.

4. Assigning a format to be used during questioning regarding the
relationship of the employee sorted to us to the Administration.



b. Relationghip with parties and movements:

1. Any formal contact is to take place after a permission from
the concerned party in the work (i.e., the movement).

2. Contact and interview are to take place in the presence of two:
members at least.

3. Writing down the minutes of the interview.
4. Not disclosing information which might jeopardize internal

safety and limiting the interview to the topic previously agreed
on.

5. Caution regarding carried documents.
6. Providing necessary means of safety for the delegation and the
location of the interview before and during the interview.
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7. Regarding unexposed individuals, caution should be practiced
no to reveal true identity.

8. A member of the Maintenance Committee is to attend interviews
“with other sides or, if that is not feasible, copies of the

interview minutes could be given to the Malntenance Committee for
review,

9. Aveiding meeting in buildings belonging to the other sides.
10. Caution should be taken lest equipment exist in the
(interview) location.

¢. Relationship with the state and official oxrganizations:

1. Items mentioned under/(b) are to be observed.
d. Media and newspagérs interviews:

1. An interview is not to take place unless pre-approved by the
ceoncerned authority regarding the unexposed elements.

2. Not disclosing information which might jeopardize internal
security such as speaking about achievements or disclosing them
unless approved by the concerned authority.

e. Contacting news agencies or different media cutlets:

1. Contacte with official sides must be approved by the concerned
authority.

2. The statement material is to be reviewed by the concerned
authority before publication.

3. The name and the affiliation of the person initiating the



contact must be approved by the concerned authority and according
to need.

4. Proper safety measures regarding the preventive side are to be
observed.,

5. Travel and transgportation gafety:

1. Travel is to be approved by the authority in charge.
2. Providing a suitable cover for travel (commerce, tourism,
visiting relatives, ...} and supporting it with documents,
commercial samples, catalogues or tourist brochures. Also,
achieving this pretext in the visited country by taking tourist
tours, making commercial meetings or reaching bargains.
3. Precaution regarding carried documents:

- Not carrying what is not necessary.

-~ Hiding them good.

- Agreeing on a pretext in case they are discovered upon

search.

4. Notifying an affiliation authority of the itinerary, dates,
carried documents and destination before travel.
5. In case of a person who might be subjected to scrutiny,
accompanying him to the point of travel (airport or land borders)
and making sure he crossed safely.
€. A traveler is to empty his residence totally of any documents
or items relating to the work (i.e., the movement) when
traveling. _
7. Not taking regular phone lists or phone books. Alternatives
are: writing only necessary phones for your trip on a piece of
paper, writing them and dispersing them among your luggage, or
using phone organizers.
8. In case of individuals who might be subject to scrutiny during
travel, a person is to be appointed to check his residence before
travel and his luggage upon travel. This person is to be held
accountable for problems resulting from him not carrying out his
job accurately.

9. Limiting travel-related information, reasons and times in the
narrowest of scopes.
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10. Notifying Maintenance to provide safety means for symbols and
leaders during their travel and transportation.

11. Taking necessary administrative precautions when traveling
(finding administrative alternatives, transporting and securing
information,...).

12. Notifying the receiving party in the destination country.



13. Getting acquainted with currency and the customs of the
destination country.

14. Not using credit cards or tourist checks during travel. Cash
money is the most suitable during travel while making sure their
amounts will not draw attention at the ports.

15. Not talking in a relaxed manner about destination on the
phone or revealing it before travel.

16. Attempting reservation and travel on safe Arab airlines or
the ones with good relationship with the adversary (from the
Middle East) such as (Jordanian, Saudi Arabian, Kuwaiti).

17. Reservaticn in a name which doesn’'t reveal the manager’s
known identity (first & second names).

18. Not revealing the date of travel or the arrival of the
manager and avoiding talking about them over the phone or the
fax. :

19. The manager is to be accompanied by an individual with a
knowledge of the destination country.

6. Practical (or Operational) nameg and adminigtrative skeletons:

1. It is permissible to use true alias and true first name and
not the practical full names among members of the same technical
committee. This is to be applied to all levels of councils if
agreed on or obligated to, or if previous relationship existed.
2. Residence or work phones are not to be used for contacts with
practical name for fear of exposing the caller.

3. Practical names are to be used in documents and meeting
minutes. ,

4. Not using practical names in places where an individual is
known by his real name.

5. Securing the privacy ¢of the committees’ administrative
. skeletons regarding: number of members, names, strategic and
periodical goals, discussions and debates, resoclutions and
recommendations, minutes and documents, times and locations of
meetings, fronts.

6. When information is circulated in the skeleton of the work
(i.e., the movement), permissible information circles for each
worker are to be observed.

7. Safety of officeg and firmg:

1. Using the office or the firm in the occupation specified in
the permit.

2. Not using firms as places to keep work-related documents from
the first and the second categories. Documents from the 3%
category are allowed if there is a convincing pretext for their
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presence.

3. Firms are to be used as covers which bring together members of
the same committee. The nature of their. commercial or employment
relationship is to be ascribed according to the speciality of
each member as much as possible. (This relationship) is also to
be used as a cover to contact firms of other committees.

4. Technical supplies at the office have to be in harmony with
the nature of the company or the foundation and with its
financial standard.

5. Not leaving documents which reveal private relationships and
giving a single reasonable explanation for the existence of these
documents in case they are found.

6. Determining the kind of people who frequent the office or the
firm and limiting them to those approved by the side overseeing
the office, in addition to commercial work clients.
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7. Hiring a special safety employee at the office who would
search the office at the end of the work day to make sure it does
not contain any private documents.
8. Having a shredding machine at the offlces to destroy documents
which are justifiably present.
9. When using communication machines (phone and fax) outside
commercial use, items 2 & 3 under “Contacts using indirect
methods of communication” are to be observed.
10. When using the computer, it has to cover the office’s
commercial dealings. Item 5 under “Safety of Documents” must be
adhered to.
11. When using the photocopying machine for private work
purposes, the following must be observed:

a- Copying a white page after copying private documents.

b- Removing papers which got stuck in the machine due to

malfunction.

c- Destroying unclear copies.
12. Conducting necessary maintenance measures for the foundatlon
{individuals, location, equipment,...) and using advanced
equipment for that.
13. Having a policy in place which determines the front’s
priority of attention (commercial or technical) and a suitable
plan.
14. Following the safe financial policy mentioned in item (10)
15. It is preferred that the office is in a multi-office
building.
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8. Safety of personal residences, work apartments, carg and
possegegiong;

1. Constant observation of any individuals or unusual phenomena
in close neighbors and those around them.

2. It is very important to elevate the sense of caution among
those who live in private residences in regards to observation of
unusual matters. The wife is particularly stressed in this point
as it is important for her to practice caution and pay attention.
3. Apartments and cars are to be used in the name of the person
who uses them most fregquently.

4. Possessions and apartments are not to be utilized by more than
one work committee. Each (committee) is limited to what it owns.
5. Using a specific suitable cover for the apartment (students
cover, for instance). An apartment is not to be approved unless a
real tenant lives in it.

€. Avoiding use of the apartment by act1v1sts at the same time to
avoid exposing it. ,

7. The person in charge of the apartment is to control the
handling of keys and appointments and is the one to conduct the
preliminary inventory of documents and other items.

8. Finding a suitable explanation for the member to own a.vehlcle
in order not toc draw attention, specially if it .is know that his
financial standard does not permit that.

9. Caution when using furnished apartments.

10. Securing establishments with heavy duty locks as well as
other unused entrances and exits.

11. Not leaving residences dark at night and breaking the routine
in regards to lighting as well as arrival and departure,

12. Installlng an alarm system to secure homes from unauthorlzed
break-ins.

13. Studying the possibility of installing surveillance cameras
.connected to a video to operate during non-work hours.

14. Assigning individuals to live in offices after formal work
hours.

15. Getting acquainted with the geography of the location,
neighbors and their jobs and characteristics.

16. Assuring the legal residence status of those who work at the
different offices and institutions and not being subjects of
previous legal problems.

e
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9. Money safety

Bate #: SW122 0001594

1. Using numerous individuals in where names bank accounts are
registered and distributing them to several branches.

2. Transfers could be conducted between exposed individuals or
between commercial firms. Other than that, it is done by cash
delivery.

3. Financial dealings between dlfferent work levels are to be in
cash and not through money transfers or tourist checks.

4. Specifying a financial system with guidelines, policies for
salaries and financial distribution. ‘

5. Not accepting any financial support from any official or
administrative side unless with the approval of (L.T.).

6. Caution in keeping names and financial transactlons to be in a
safe place.

7. Regarding the keeping of detailed financial statements:

a- Agreeing on a fixed cycle at which previous financial
statements are destroyed. An original copy is to be kept
at a central side agreed on.

b- Other safety peolicies and guidelines are to be observed
in regards to filing.

11. Hotels safety:

1. When selecting hotels, they should not be known for being used
by other sides or under surveillance. _

2. Observing the method of communication and the size of the
phone bill when contacting foreign sides.

3. Avoiding contacting unexposed 1nd1v1duals on the field from
the room.

4., Do not leave documents in hotel rooms when leaving. They are
to be kept in a safe place outside the hotel.

5. In general, hotel rooms are not a safe place for conducting
meetings.

6. Attempting te place the manager with a companion in the same
room or in connecting rooms.

7. Occupying the room directly across from the manager’s room for
protection. _

8. Through searching of the manager’'s room.

12. Services and maintenance safety:

1. Verifying the identities of maintenance individuals before
they are allowed to work.
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2. Escorting and close monitoring of maintenance workers by one
of the office members upon their arrival to work on the (phone,
‘photocopier, fax, computer).

3. Taking maintenance courses for different equipment

4. Avoiding taking special reguests and personal items (food) to
the office directly. '

24
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Bate #: SW122 00015695
#2

Documents Classification Appendix

Documents are to be classified into four categories: General,
Limited, Private and Very Private.

ONE: Work documents have been classified according to these four
categories as follows:

- 1- Overall plans (for over a year period), Very Private
suggested or approved including budgets.
2- Periodical plans (a year or less), suggested bPrivate
or approved, including budgets. :
3- Overall projections at the sector level in a Very Private
committee or higher (skeleton, tasks)
4- Projections below sector level (skeleton, tasks) Private
5- Corresgpondence from head of a sector level in Very Private

a committee or higher (follow-up reports, account

statements, direction letters or request).

6- Correspondence at head of sector level or below Private
(follow-up reports, account statement, direction

letter or request).

7- Reporte about any incidents regarding individuals Very Private
at level of head of a sector in a committee or

higher.

8- Reports about any incidents regarding individuals Private

at a level below head of a sector.

9- Inquiries about individuals or persocnal Very Private
information reports.

10- Reports about any special practices Very Private
(preparation, execution).

11- Codes and passwords. _ Very Private
12- Work-related computer disk. Very Privat

13- Reports related to matters which directly touch Very Privat
the country where the report is written.
14- Qualification materials for:

Maintenance Generally Limited

Administrative courses Limited

Other committees Limited
15- General and guidelines of M.M. Private

- .



16- Publications (media, politiéal, statements)
17- Specialized books .
18- Tapes (cassettes and videos)

~ General
General
General

15
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TWO: Each category of clagsification falls under gspecific guldellnes in deallng with the

document .

General

Limited

Private

Very
Private

These guidelines are:

Reviewing Copyin
For public Permitted
Could be reviewed by Permitted

individuals outside the
movement to qualify them

To be reviewed by those According to
interested among workers need of those

in the line of work reviewing it
Reviewed by head of a One copy to

sector or higher, be made when
writer or the person needed only

to apply it

Bate #: SW122 0001596

Temporary filing

Unconditional filing if in harmony with
nature of location

Could be kept outside permanent file in
normal circumstances

To be kept outside permanent filing
place as long as needed

Not to leave permanent filing place
unless for the specific purpose after
which it is returned or destroyed

THIRD: The following is to be taken into consideration when classifying documents:
- The category of classification is to be written on top left of each page of the document
- Symbol #1 is to be used for “Limited” classification (symbol signifying closure)
Symbol #2 is to be used for "“Private” classification.
Symbcecl #3 is to be used for “Very Private” classification.
- If a document contains information from two categorles of cla551f1cat10ns, it is



